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Fundamental Questions

What is CMMC?
= CMMC stands for Cybersecurity Maturity Model Certification.

What is CMMC's purpose?
= Protect sensitive information

What is the United Rotorcraft (UR) and Manufacturer’s Edge (ME) Partnership Purpose?
= |dentify cybersecurity status with today’s existing DFARS
= Achieve CMMC readiness

Why is this significant to our business?

= CMMC became law on December 16, 2024, per CFR 32

= The collaborative effort program will ensure we aim
= Compliancy with existing DFARS and upcoming CMMC requirements
= Business continuity
= Avoiding legal fees, fines, including False Claims Act (FCA)

Position suppliers for success by achieving CMMC readiness for business continuity
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Background: CUlI & DFARS

Early-mid 2000s
= The need to protect sensitive Government data traces back to
the 9/11 Commission Report

2010 DFARS 252.204-7012 (2017)

= Executive Order 13556 — Creation of Controlled Unclassified
Information (CUI) program was established

2015
= NIST SP 800-171 was released, a framework to apply for
safeguarding CUIl data

DFARS 252.204-7019 (2020)

2016
= A regulation was issued establishing a policy for Federal
agencies on the designation, safeguarding, dissemination, and
marking of CUI

DFARS 252.204-7020 (2020)

2017
= DFARS regulations went into effect to protect Covered Defense
Information (CDI) including CUL.

2020-Present DFARS 252.204-7021 (2025)

= DFARS introduced regarding SPRS reporting and flow down
requirement
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Takeaways

Safeguard CUI data using
NIST SP 800-171 security
controls

Self-Assess and SPRS reporting

Flow-down requirement &
SPRS score before contract
award

3" Party CMMC certification




Background: NIST SP 800-171

14 Control Families

Access Awarenass Audit & Configuration Identification &
Control & Training Accountability Management Authentication

R NIST

Information MNIST SP 800-171 Hational Institute of Incident

In = Standords ond Technology Response
IEay .5 Deportment of Commernce

Protecting Controlled Unclassified Information

System & in Nonfederal Systems and Organizations

Communications Maintenance
Protection 110 Security Control Requirements

(15} in 14 Families Q

Security Risk Phoysical Personnel Media
Aszescment Assessment Protection Security Protection
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Background: NIST SP 800-171

110 Controls

AC AT AU tm 1A IR MA MP PS PE RA CA SC |
Basic 311 21 331 34.1 351 361 il 381 £l i 3101 1.1 3121 [BiE 3.141
(FIPS 200) 312 322 332 342 352 362 372 382 39.2 3.10.2 1.2 Shibr el ) 3.14.2
383 3113 3123 3143
(3.12.4)
Derived 3.1.3 323 333 343 35.3 363 3.73 384 3.10.3 3.133 3.14.4
(800-53) 3.1.4 334 3.44 35.4 374 3.85 3.10.4 g3 3145
315 3.35 345 355 375 3.86 3.105 3135 3.14.6
316 336 3.46 3.5.6 376 3.87 3.10.6 36 3.14.7
L7 337 3.4.7 35.7 388 3.13.7
318 338 348 358 389 3.13.8
318 339 349 3.5.9 3130
3.1.10 3.5.10 3.13.10
3111 3511 chinhibg
3112 3.13.12
3113 3.13.13
3.1.14 3.13.14
3.1.15 Policy/Process Policy or Software Requirement 3.13.15
3116 3.13.16
3.1.17 Configuration Configuration or Software
3.1.18
3.1.19 Software Configuration or Software or Hardware
3.1.20
3.1.21 Hardware Software or Hardware
3.1.22
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Background: CMMC 2.0

Model . Assessments

Triennial

Level 3 - Expert Practices based on Gov't-led
NIST SP 800-172

CUI, highest priority programs

Triennial
CMMC 2_0 Level 2 - Advanced Practices aligned with Third-Party

LEVELS NIST SP 800-171

CUI, prioritized acquisitions

CUI, non-prioritized Acquisitions

B

Practices Self-Assessment

FCl, not critical to national security

Annual

——=3 United Rotorcraft’




Project Overview - Approach

Phase

Key Deliverables

Phase 0: Supplier
Education Event

Phase 1: Gap
o Analysis

Phase 2:
Implementation

Phase 3: Supplier

Assessment

Phase 4:

Compliance
Assessment

Phase 5: Maint &
Ongoing
Compliance

Understanding of the requirements and the
importance of business continuity

Informs individual scorecard
Customized program
Timeline for compliance

Create an SSP
Develop POA&M
Develop Timeline for completion

Risk mitigation and planning
Update scorecard and report affirmations to SPRS

Final Assessment — supplier scorecard indicating
likelihood of compliance within timeline

Ensure SOPs for all suppliers related to ongoing
requirements to maintain CMMC-level compliance
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Key Objective

Assess

Implement

Manage




Project Overview - Timeline

- Rul £ TP T o ‘\ Level 2 Self-Assessment
CFR 32 CMMC: Rule In Effect : _CF_R 13 EMlvui (ialfe_m_co:trictieiﬂl_n:d_zs_ , (First 12 Months)
Estimated
N 2025 | | | a0 i
26
LY a1 Q2 Q3 Q4 Q1
Assess Implement Manage
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Questions?
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NIST SP 800-171 vs CMMC 2.0

CMMC (v2.0)

Type Framework Certification Program

National Institute of
Department of Defense

Implemented By Standards and
(DoD)

Technology (NIST)

Mandatory for DoD
contractors handling

Applicability Voluntary cul
Based On NIST 800-171
Controls
Cybersecurity Maturity
Levels
Security Controls for
Focus CUl Contractual

requirements enforced
by DoD
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NIST SP 800-171 vs NIST 800-53

Feature NIST 800-171 MNIST 800-53
L MNon-federal organizations handling Federal agencies and contractors
Applicability :
cul operating federal systems
Eocus Protecting the confidentiality of CUl in | Comprehensive security for

non-federal systems

federal information systems

Control Families

14 control families

18 control families

Number of Fewer controls compared to 800-53 Dlver 1,000 corlmtrols with three
Controls different baselines

Compliance Uniform level of compliance Categorized into low, moderate,
Levels and high impact levels

Implementation

Mostly used by private sector
companies, universities, and

Primarily used by government
entities and federal contractors

contractors
Scope :}f Primarily CUI All federal information and
Information systems
PUIDOSE Standardizing the process of handling | Protecting government information
P cul from cyberattacks
C:}_mpllance Self-assessment and documentation ““”.‘a' assessmrentls and
Evidence continuous monitoring
Periodically updated to reflect .
Updates changes in the cybersecurity B

landscape

security practices

—= United Rotorcraft’
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Code of Federal Regulations (CFR)

CFR 32: CFR 48:
Blueprint for CMMC Implementation Implementing CMMC in Federal Acquisitions

The foundation for CMMC, CFR 32 provides the Facilitates the inclusion of the DFARS 252.204-7021
comprehensive framework for the CMMC program. It  clause in defense contracts, making CMMC

is the cornerstone outlining CMMC as a three-tiered requirements enforceable contractual obligations. All
model: Level 1, 2 and 3 federal contract clauses and provisions are codified in

Title 48 of the CFR.
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CFR 32 & 48 Timeline and Projections

2019
| START |
32 CFR Dec 26,2023 CMMF]D
DDC EE"I. EDE'\E_ CMMC naleased by
PROPOSED RULE Nob

Feb 26, 2024
The rule = ‘ PUBLISHES

FUBLIC COMMEMNT 57 CFRICMMC 2.0

ES‘tEIh] TEhing FERIOD --._||_.||--|---:- 1o the Federal
Pcintos ses Pecescsd Nov 2021
thE-‘ CMME &0 :_':.-,':'-:pn:-'.q.'dl..: -ini';,l.” R i
program. D oL patiod CMMC 2.0
revtsaw Feb=Jurs, 20240

DD pubslbshies notics of
|

Oct 15, 2024
52 CFR IS FINAL!
a2 LFHE Part 170 18

publishied as fnal In the
lederal reglster

CMMC Rulemaking Process
and EstimatedTimeline
Projections

Dec 16, 2024 |

CMMC EFFECTIVE DATE

g L U BRE CMML Hragram
Rule ecames effective as a
raquiramant atteeting to NIST
campliance
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CFR 32 Timeline

NOV 2021 JUN 2023
¢ DoD drafts
published proposed

notice of rule.

proposed
rulemaking.

JuL 2023

SBA reviews
proposed
rule.

OMB OIRA reviews

proposed rule. DEC 26, 2023

Proposed rule
publishes to the
Federal Register.

CMMC [Erael e

Rulemaking Process
and EstimatedTimeline
Projections

DEC 26, 2023 -
FEB 26, 2024

60 day proposed
rule public
comment pericd.

FEB-JUN 2024

Adjudication of
public comments
& DoD submits 32

AUG 15, 2024

proposed
Rule
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SUMMER/FALL

OIRA completes

CPR OMM w
CFRCMMC CFR CMMC program

: ; Becomes final &
final review of 32 implemented as a

documentation attesting to NIST
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DEC 2023 «
DoD initial

announcement
of intentionto proposed rule.

establish a
CMMC contract
clause.

CMMC

Rulemaking Process
and EstimatedTimeline

Projections

CFR 48 Timeline

v

DoD drafts

SBA reviews
proposed
rule.

AUG 15,2024

Proposed rule
publishes to the
Federal Register.

OMB OIRA

reviews «

proposed
rule.

AUG 15, 2024 -
OCT 15,2024

60 day proposed
rule public
comment period.

You
ARE
HERE

SUMMER/FALL

2024
OIRA completes
final review of|
CFR CMMC program
rule and all
documentation

OCT-MAR 2025
Adjudication of
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OIRA completes
final review of 48
CFR CMMC program

public comments &
DoD submits 48
CFR back to OIRA

documentation

i N

2025

CMMC
DoD begins
enforcement of the

new CMMC
requirements in
contracts.
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CFR 48 Timeline (Continued)

Phase 1 - Initial Implemen

» Begins at 48 CFR
Rule Effective Date

* Where applicable,
solicitations will
require Level 1 or 2
Self-Assessment

tation

* Begins 12 months
after Phase 1 start

* Where applicable,
solicitations will
require Level 2
Certification

—= United Rotorcraft’

* Begins 24 months
after Phase 1 start

* Where applicable
solicitations will
require Level 3
Certification

Phase 4 - Full Implementation

- Begins 36 months
after Phase 1 start

- All solicitations and
contracts will
include applicable
CMMC Level
requirements as a
condition of
contract award

20



Project Overview - Context

The CMMC Program provides assessments at three levels, each incorporating security
requirements from existing regulations and guidelines.

Level 1: Basic Safeguarding of FCI
= Requirements:

= Annual self-assessment and annual affirmation of compliance with the 15 security requirements in FAR clause
52.204-21.

* Level 2: Broad Protection of CUI

= Requirements:
= Either a self-assessment or a C3PAO assessment every three years, as specified in the solicitation.
= Decided by the type of information processed, transmitted, or stored on the contractor or subcontractor
information systems.
= Annual affirmation, verify compliance with the 110 security requirements in NIST SP 800-171 Revision 2.

Level 3: Higher-Level Protection of CUI Against Advanced Persistent Threats
= Requirements:
= Achieve CMMC Status of Final Level 2.
= Undergo an assessment every three years by the Defense Contract Management Agency’s Defense Industrial
Base Cybersecurity Assessment Center (DIBCAC).
= Provide an annual affirmation verifying compliance with the 24 identified requirements from NIST SP 800-172.

23
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Background: NIST SP 800-171

Example of Control Descriptions

- - § Security Assessment
Media Protection Risk Assessment SECUrLy A '

This provides This addresses security of This addresses the This family requires businesses
the physical facility and identfication and to develop a 55P and POAM,
access to IT environments, reduction of risk in and ensure they are regularly
reviewed and updated.

Governs who has oversight to ensure
access to the the security of all

company’s network media - paper, as well as requirements

and how they can B around site visitors and environment.

a business
based, digital - that
might contain CUI, as
well as protocols to
limit access and
control CUI
dissemination

the security of off-site
worksites.

access the
network.

The goal is to checkmark these 14 control families over the course of the program

—==9¥ United Rotorcraft’ 14



NIST 800 171 Families

FOR CYBER

SECURITY

Access Control | Awareness & Training

Governs who has
 to the
company's network
and how ’rh.-:--,.- can

All employees must
complete a
dedicated annual
curity
awareness training;
some in specialized
roles may also need
additional training
and certifications.

Audit &

Accountability

The bausin

maintain s

records to support the
micnitoring, analysis,
investigation and
reporting of unapproved
cyber activity, including
the ability to generate
reports.

Configuration

Management

You'll need to have a

ticketing system in place

for configuration

management, as well as

an endpaoint security
solution for endpoint
enforcement.

—=3 United Rotorcraft

Planning and
implementation of this
pProcess requires
thoughtful network
architecting, meeting
minimum reguirements
for network access, and
applicable policies.
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Incident Response Media Protection Personnel Security

This reguire
ENsUring t|rr|EI-,
identification of, and
an adeguate
response to, a

s requires the
establishment of
proper network and
system maintenance

and document th
processes.

This provides

ight to ensure
the security of all
media - paper,
removable, cloud
based, digital - that

might contain CUI, as

well as protocols to
limit access and
control CUI
dissemination

This mandates that the
business has a proper
screening process for
hiring new employees,
including background
checks. The busingss is
also required to have a
proper employee
termination process, and
a process for reassigned

or transferred persannel.

—=3 United Rotorcraft

This addresses security of
the physical facility and

access to IT environments,
as .'uEII as rv.-_-qmrFmF-nL

wiorksites.
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NIST 800 171 Families

FOR CYBER SECURITY

Risk A ssment Security Assessment System Protection System and Information Integrity

This addresses the This family requires busing A business is required A business is required 1o
identification and to develop a 55P and POAM, to have practices that identify, report, and remediate
R A T and ensure they are regularly control Inappropriate system errors in a timely
R reviewed and updatad. data access via shared i nner, through the use of
e res : create clear ant i '_ 5 .mea ures, FIET'\'J'.DFHZ

boundaries i filtering, intrusion detection

publicly ble and and prevention

internal information,

and ensure the

security of remote

access and devices.
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