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Event Agenda
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 10:00 AM Review Agenda & Introductions

 United Rotorcraft Opening

 United Rotorcraft Presentation

 Manufacturer’s Edge Project Focus

 Break

 Synagex Presentation

 Core Business Solutions Presentation

 Sustainment Demo

 Pricing & Final Questions

 ME Sign Up

 12:00 PM Survey & Event Closeout



Introductions
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 Carlos Hernandez
   Contracts Admin & CX Services Mgr.

 Dan Kaminski
   Sr Manager of Supply Chain

 Justin Johnson
   Sr Dir Safety & Quality

 Michael Knight
   QA Supervisor & Exports Empowered Official

 Rob Newbold
   Vice President, Client Success Team

 Jennifer Hagan-Dier
  Vice President & Chief Operating Office

 Ryan Burns
   Supply Chain Specialist



Presentation Agenda
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 Opening
 Fundamental Questions
 Background: CMMC 2.0
 Project Overview
 Questions?
 References



Opening
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Why are we doing this?
• CMMC Program is now law
• This is a flow-down requirement
• Supply chain alignment with regulations
• Avoid business interruption
• Avoid legal fees

What are we going to do? 
• Provide background on CMMC
• Outline the program approach

How are we going to do it?
• Assess, Implement, Manage

Position suppliers for success by achieving CMMC readiness for business continuity

When will this effort begin?
• Today. The aim is to onboard you starting by 

April

What we need from you
• Sign-Up for a no-cost appointment with ME 

by April 3rd, 2025
• Have available your DFARS compliance 

scorecard uploaded via the Sustainment 
platform by April 15, 2025

• Your cooperation



Fundamental Questions    CUI & DFARS
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What is CMMC?
 CMMC stands for Cybersecurity Maturity 

Model Certification. 
 A DoD certificate program designed to 

enhance the cybersecurity practices
 It is broken as a three-tiered model

 Level 1: Foundational
 Level 2: Advanced
 Level 3: Expert

What is CMMC’s purpose?
 Protect sensitive information
 Controlled Unclassified Information (CUI)

Which DFARS shall I pay attention to when 
reviewing my contract?

 DFARS 252.204-7021 (2025)

 DFARS 252.204-7012 (2017)

 DFARS 252.204-7019 (2020)

 DFARS 252.204-7020 (2020) 

Safeguard CUI data using 
NIST SP 800-171 security 

controls

Self-Assess and SPRS reporting

Flow-down requirement & 
SPRS score before contract 

award

3rd Party CMMC certification



CMMC Program

3rd Party Certification

Fundamental Questions    CUI & DFARS
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DFARS 252.204-7012

Self-Attest

NIST SP 800-171
110 Controls
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Background: CMMC 2.0



Project Overview - Approach
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Assess

Implement

Manage

Key Objective



Project Overview – Timeline
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20252024 Estimated 
Duration

CFR 48 CMMC: Clause in contracts early-mid ’25

Q1 Q2 Q3Q4 Q4

Assess Implement Manage

Q1

2026

CFR 32 CMMC: Rule In Effect
Level 2 Self-Assessment 

(First 12 Months)
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Questions?



ME - Sign Up QR Code and Link
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https://manufacturersedge.com/cmmc-supplier-readiness-program/

https://manufacturersedge.com/cmmc-supplier-readiness-program/


UR - Survey QR Code and Link
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https://airmethods.co1.qualtrics.com/jfe/form/SV_8x0bpV18TjJhOgC

https://airmethods.co1.qualtrics.com/jfe/form/SV_8x0bpV18TjJhOgC


References
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 9/11 Commission Report: https://www.govinfo.gov/app/details/GPO-911REPORT/summary 
 14 NIST Families: https://www.cnc-west.com/j-j-machining-nist-800-171-compliance-is-here-this-aerospace-manufacturer-is-on-the-front-lines-of-cyber-

security/ 
 Understanding the 14 NIST control families: https://www.kelsercorp.com/blog/14-nist-control-families 
 CFR 32 and CFR 48: https://www.govconwire.com/2024/08/govcon-expert-payam-pourkhomami-analyzes-differences-between-cfr-32-and-cfr-

48/#:~:text=While%20CFR%2032%20provides%20the,for%20short)%20comes%20into%20play.
 CFR 32 and 48 Timeline: https://redspin.com/resource-center/infographics/ 
 NIST 800-171 vs. 800-53: https://www.encompassconsultants.com/article-posts/nist-800-171-vs-800-53-why-theyre-different-comparison 
 CIO About CMMC: https://dodcio.defense.gov/CMMC/about/ 
 CMMC 2.0 Levels: https://testpros.com/articles/cmmc-preparedness-through-nist-sp-800-171-revision-3/ 
 CFR 32 and CFR 48 Timeline and Projections: https://www.linkedin.com/posts/redspin-inc_its-been-a-long-road-for-cmmc-with-milestones-activity-

7274448457401012224-dIqy 
 NIST SP 800-171 Controls chart: https://www.getpeerless.com/complete-guide-nist-800-171 
 NIST Definition of SSP: https://www.pivotpointsecurity.com/ssp-for-cmmc-compliance/ 

https://www.govinfo.gov/app/details/GPO-911REPORT/summary
https://www.cnc-west.com/j-j-machining-nist-800-171-compliance-is-here-this-aerospace-manufacturer-is-on-the-front-lines-of-cyber-security/
https://www.cnc-west.com/j-j-machining-nist-800-171-compliance-is-here-this-aerospace-manufacturer-is-on-the-front-lines-of-cyber-security/
https://www.kelsercorp.com/blog/14-nist-control-families
https://www.govconwire.com/2024/08/govcon-expert-payam-pourkhomami-analyzes-differences-between-cfr-32-and-cfr-48/#:%7E:text=While%20CFR%2032%20provides%20the,for%20short)%20comes%20into%20play
https://www.govconwire.com/2024/08/govcon-expert-payam-pourkhomami-analyzes-differences-between-cfr-32-and-cfr-48/#:%7E:text=While%20CFR%2032%20provides%20the,for%20short)%20comes%20into%20play
https://redspin.com/resource-center/infographics/
https://www.encompassconsultants.com/article-posts/nist-800-171-vs-800-53-why-theyre-different-comparison
https://dodcio.defense.gov/CMMC/about/
https://testpros.com/articles/cmmc-preparedness-through-nist-sp-800-171-revision-3/
https://www.linkedin.com/posts/redspin-inc_its-been-a-long-road-for-cmmc-with-milestones-activity-7274448457401012224-dIqy
https://www.linkedin.com/posts/redspin-inc_its-been-a-long-road-for-cmmc-with-milestones-activity-7274448457401012224-dIqy
https://www.getpeerless.com/complete-guide-nist-800-171
https://www.pivotpointsecurity.com/ssp-for-cmmc-compliance/
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APPENDICES
CMMC Readiness
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NIST SP 800-171 vs CMMC 2.0
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NIST SP 800-171 vs NIST 800-53
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CFR 32: 
Blueprint for CMMC Implementation

CFR 48:
Implementing CMMC in Federal Acquisitions

The foundation for CMMC, CFR 32 provides the 
comprehensive framework for the CMMC program. It 
is the cornerstone outlining CMMC as a three-tiered 
model: Level 1, 2 and 3

Facilitates the inclusion of the DFARS 252.204-7021 
clause in defense contracts, making CMMC 
requirements enforceable contractual obligations. All 
federal contract clauses and provisions are codified in 
Title 48 of the CFR.

Code of Federal Regulations (CFR)
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CFR 32 & 48 Timeline and Projections
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CFR 32 Timeline
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CFR 48 Timeline
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CFR 48 Timeline (Continued)



The CMMC Program provides assessments at three levels, each incorporating security 
requirements from existing regulations and guidelines.

Level 1: Basic Safeguarding of FCI
 Requirements:

 Annual self-assessment and annual affirmation of compliance with the 15 security requirements in FAR clause 
52.204-21.

Level 2: Broad Protection of CUI
 Requirements:

 Either a self-assessment or a C3PAO assessment every three years, as specified in the solicitation.
 Decided by the type of information processed, transmitted, or stored on the contractor or subcontractor 

information systems.
 Annual affirmation, verify compliance with the 110 security requirements in NIST SP 800-171 Revision 2.

Level 3: Higher-Level Protection of CUI Against Advanced Persistent Threats
 Requirements:

 Achieve CMMC Status of Final Level 2.
 Undergo an assessment every three years by the Defense Contract Management Agency’s Defense Industrial 

Base Cybersecurity Assessment Center (DIBCAC).
 Provide an annual affirmation verifying compliance with the 24 identified requirements from NIST SP 800-172.
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Project Overview - Context



Background: NIST SP 800-171
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Example of Control Descriptions

The goal is to checkmark these 14 control families over the course of the program 
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7301 S. Peoria St. | Englewood, Colorado 80112 | (303) 792-7400 | www.unitedrotorcraft.com
7301 S Peoria St. | Englewood, CO  80112 | (303) 792-7400

www.unitedrotorcraft.com


	United Rotorcraft�Supplier CMMC Readiness
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	References
	APPENDICES�
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30

